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1. LOGGINAN/OUT

Point your browser tahe ROCIS website (www.rocis.gtw)ogin to the systemReadthe For
Official Use Onlynessageand click thebutton to proceed

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

***************************WARN | NG*********************************

This is a U.S.General Services Admini: ion Federal G system that is "FOR OFFICIAL USE ONLY." This
system is subject to itoring. Therefore, no exp: ion of privacy is to be assumed. Individuals found performing
unauthorized activities are subject to disciplinary action including criminal pi

ROCIS will not work properly in Compatibility View for Internet Explorer 11+ users. If you're expenencmg issues
with ROCIS, view the Turning Off Compatibility View Mode in Internet Exp 11 for ions on
how to turn off Compatibility View and clear your internet browser cache in Internet Explorer 11. You may have to
contact your IT support to access these settings.

| have read the message and proceed to login page

Figure 1.1: For Official Use Only Warning Screen

MAX.gov providguser identity authentication servicas ROCI$cluding ID/password
validation,2-factor authenticationand PIV/CAC card accegdl ROCIS usersivmeed a

MAX.gov account to access ROCIS. If you do not have a MAX.gov account, please rdwster at
MAX.gov website (https://portal.max.gov/portal/home)

Click the Login button on the next screen tify your identity with MAX.gov.
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Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS User Information and How to Guides:
Guidelines for Submission:
The ROCIS login process has integrated with
MAX.gov. All ROCIS users must authenticate
through MAX.gov to gain access to ROCIS. Unified Agenda Users:
Regulatory Information Data (RID) Forms and Instructions

Guidelines for Fall Regulatory Plan, Unified Agenda, and EQ 13771 Submissions &

ROCIS How to Guide for Agenda Users revised Sept 2017 ‘& &
E.O. 12866 Users:

ROCIS How to Guide for EO 12866 Users revised Sept 2017 & &
E.O. 13771 Users:

Log in to ROCIS

ROCIS How to Guide for EO 13771 Users revised July 2018 ' & &
with MAX.gov Information Collection Review (ICR) Users:

ROCIS How to guide for PRA Users revised Sept 2017 & &
PRA.digital.gov

Privacy Module Users:

ROCIS How to guide for Privacy Users revised Sept 2017 & &

Training Information:
Unified Agenda & Reg Plan:
Training Dates and Enrollment Procedures 202010
EO 13771, EO 12866, PRA and Privacy:
EO13 EO12 PRA Privacy Training Info 202009

Figure 1.2: Login Screen

Logging in to MAX.gov with your PIV/CAC card satisfies the ROCi&achaitauthentication
requirement. If you login to MAX.gov with your user ID and password, you will be required to
provide a second authentication factor using an authenticator app on your mobile device.

MAX.GOV LOGIN Register For AMAX Account ~ Manage Password ~ Contact Us

SIGN IN USING ...

PIV.OR CAC CARD MAX.GOV USER 1D Q

User ID

User ID (your email address)

PLUG IN YOUR
PIV/CAC CARD Password:

Your MAX_ gov Password

[] use Secure+ (Authenticator App or SMS) @

Continue with PIV/CAC Continue with User ID

Eorgot, Set, or Change Your Password

AMAY ACEMCV EENEDATEN DADTAIED £

Figure 1.3:MAX.gov Login Screen
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After successfully logging in to MAX.gov, you will be redirected to ROCIS.

Click the arrow for thé&Privacyinoduleto continue

Help Desk:1-866-450-5250

R@CIS.GOV UAT

Welcome to ROCIS

Help Desk toll free telephone number: 1-866-450-5250. This help desk services all of GSA and Federal
Agencies using GSA applications such as ROCIS. If your question cannot be answered immediately, it
will be referred to the ROCIS technical team. Be sure to document your call number and the name of
your help desk contact for follow-up.

Please select one of the following sub-applications to perform your tasks.

= 2 .
= Privacy [ Admin
Perform Privacy related Perform administrative
tasks. tasks such
as password renewal and
updating user profiles.

Figue 14: ROCIg&anding Page

Click the Logout link at the top, right corner of any ROCIS page to logout of ROCIS.

R@CIS.GOV UAT Login: jbac LOGOUT (3

HOME ADMINISTRATION HELP

O © L o

E RECERTIFICATION EMPLOYEE ADMIN

Figure 15: Logout Link

Logging out of ROCIS does not automatically log you out of MAX.gov. You MAX.gov session may

still be active which mans that you can log back in to ROCIS without havingvenigy your

identify in MAX.gov.To protect your privacy, close all browser windows when you are finished,

especially if you are using a public computer. By taking these steps, you ensureuhty sew
privacy of your agency's data in ROCIS.
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On the next screen, click the MAX Logout button to log out of MAX.gov. This will require you to

log back in to MAX.gov before the next time you access R@GER.the ROCIS Login button to
log back irto ROCIS.

Help Desk:1-866-450-5250

R@CIS.GOV UAT

You have successfully logged out of ROCIS.

Your MAX.gov single sign-on session may still be active and you may be able to log back in to ROCIS without verifying your identity on
MAX.gov. To protect your privacy, close all browser windows when you are finished, especially if you are using a public computer. By
taking these steps, you ensure the security and privacy of your agency's data in ROCIS.

Click the VIS RS button to log out from MAX.gov.
Click the ROCIS Login button to log back in to ROCIS.

Figure 1.6: Logout Screen
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2. YOURUSEHRPROFILE

Take a moment toeview your user profile Click the Administration tab. Then click tdeer
Profileiconin the Administrationtoolbar. The User Profilpageprovides you a place to view

and update your use

r information.

rCc1s.cov vat

AGENDA/REGS

(

USERPROFILE JRECERTIFICATION  EMPLOYEE
ADMIN
Adminisration User Profile
Personal Information
Prefix

Middle Name
suffix
Title

Agency / Sub Agency

Sub Agency

OIRA EMPLOYEE  AGENCIES

* First Name | ¢

*LastName | [

* Agency |20t

Login: j LOGOUT

EO 13771

PAPERWORK REDUCTION ACT (PRA)

ADMINISTRATION

F1 13

User Detail

* Denotes Required Field
Account Information

Employee Number 1

* User Login st

* User Encrypted Password 2

Communications Address
Teiephone. TOD sna Fax m axasty 10 cigis s
Such ss G46-G46-6900. (63K %69 699 9646 and 056 Street Address
* Telephone | 7( Ext.
TDD City
Fax State [ Search or select -
* E-Mail | sc Zip

* Selentad Rnlac
AUTHCRIZED PAPERWORK CONTACT(APC) - 0¢
AUTHCRIZED PAPERWORK CONTACT(APC) - 0¢
AUTHORIZED PAPERWORK CONTACT(APC) - 0¢
AUTHCRIZED PAPERWORK CONTACT(APC) - 0¢
AUTHCRIZED PAPERWORK CONTACT(APC) - 0¢
AUTHORIZED PAPERWORK CONTACT(APC) - 0¢
AUTHORIZED PAPERWORK CONTACT(APC) - 0¢
AUTHCRIZED PAPERWORK CONTACT(APC) - 0¢
AUTHCRIZED PAPERWORK CONTACT(APC) - 0¢
AUTHCRIZED PAPERWORK CONTACT(APC) - 0¢

e T cca

Figure2.1: User Profile Icon and User Detail Screen

Please verify and make appropriate changes to any information, paying particular attention to
your telephone number and emails @S &2 dzNJ Ay T28 | ddz2y Dy A & KS2 @
bottom of the screen.

Remembeto the User Profile to modify your personal information, such as your phone number
or e-mail address, whenever changes occur.

Your profile will also display the role(s) that have been assigmgdur user id. Ast of the
agencyPrivacyroles can be found in Append

¢2 tSI@S GKS ! aSNItNRFAES LI 3IS: aONRift (G2 (GKS
W/ yOSt Qo CKA& gAff GF1S @2dzeen- O] (2 GKS wh
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3. USERCONTACTEARCH

The purpose of the Employee Administration screen is to allow ROCIS users to find other ROCIS
users via the search capability. For instance, if you would like to send arR@E@IS usan e

. A . A o A PO A ~
mail, you are abletosearddlytKk S dza SN a I ISy Oez NRBR{S | YRkK2NI Yyl
223
R@CIS.GOV UAT Login: jbaez  On Behalf OF. abakale LOGOUT
HOME AGENDA/REGS ADMINISTRATION HELP
O g & R m
USERPROFILE RECERTIFICATION EMPLOYEEADMM OIRAEMPLOYEE AGENCIES
Home Administration Employee Admin
ROCIS Employee Administration
User ID Last Name
Profile Agency First Name
[ Searchorseis [ I
SubAgency Employee Number
[ Semehorsooci 7] —
Role
[ search or select [~]
Assigned Role Agency
[GSeashoreeba 7]
Assigned Role SubAgency
Eseanorsees 7]
Search Range:
@ Users
7 Contacts
) Both Users and Contacts
Mo data available in table
Showing 0 to 0 of 0 entries

Figure3.1: Employee Administration Screen

If you are the agen€y8ORN Administrative Contadtis a good idea to periodically check the
authorized users for your agency. Simgiypose the desired role (SSPACSSP, SPO and/or
SPUpndyour Assigned Role Agency and click the Search hutfahere are people who have
left your agency and still have active accounts, please contact the Help Desk so that the

accounts can be inactivated and locked.

When you hag satisfied your ROCIS administrative functions, click oRtivacytab to return

to the Created Request List Inbox for Agency users.
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4. USERRECERTIFICATION

Any user acquiring a ROCIS production account Bigsa security agreement provided by
RIE. The ROCIS systequires that users recertify the terms of the security agreement every
year.

Two weeks before your security agreement anniversary date, ROCIS will begin to remind you
that you will need to recertify. The Recertification icon cariduend under the Administration
tab.

R@C[S_GOV TUAT Login: jpaez  On Behalf OF jmowery LOGOUT

ADMINISTRATION

%) L

user PROFILRY RECERTIFICATION JJFMPLOYES ADMIN  AGENGIES

Home Administration Recertification
User Recertification

GSArequires that all system users recertify their accounts on a yearly basis. To recertify your ROCIS account, please review the security
requirements below. After you have finished, check the "Confirm” box and click the "Recertify” button.

ROCIS Security Requirements for System Users

The RISC/OIRA Consolidated Information System (ROCIS) supports the following informational and review functions

« Preparation by GSA's Regulatory Information Service Center (RISC) of the semiannual "Unified Agenda of Federal Regulatory and
Deregulatory Actions” and the annual "Regulatery Plan,” in accordance with Executive Order 12866 and the Regulatory Flexibility Act;

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 12866;

« Review by OMB's Office of Information and Regulatory Affairs (OIRA) of regulatory actions under Executive Order 13771, and

« Review by OIRA of information collections under the Paperwork Reduction Act.

« Review by OIRA of System of Records Natices (SORN) and Matching Agreements (MA).

Each of these functions requires entry and updating of information by autherized users acting on behalf of their respective Federal agencies

This document contains the principal security requirements that all users of ROCIS shall observe and abide by in connection with their use of the
ROCIS system

Access to ROCIS

Users gain access to ROCIS via an Internet browser. To enter the system, a user must indicate acceptance of the terms of the following warning
notice:

WARNING

This is a U.S. General Services Administration Federal Government computer system that is "FOR OFFICIAL USE ONLY." This system is
subject to monitoring. Therefore, no expectation of privacy is to be assumed. Individuals found perferming unauthorized activities are
subject to disciplinary action including criminal prosecution.”

Other applicable laws include the "Federal Information Security Modernization Act of 2014 (FISMA 2014)", Public Law No: 113-283; the
Computer Security Act of 1987, P.L. 100-235; OMB Circular A-130, Management of Federal Information Resources, Appendix I1l; Security of

Eederal Automated Information Resanrces: and the Privacy Act A 118 G 55253

Figure4.1: Recertification Icon in Administration Toolbar

The latest version of the ROCIS Security Agreement is displaykd Becertification screen
After reviewing thepagee OK SO U KS dlitkthg RedeNily Buttom After | Y R
successfully logging in to MAX.gov, yowemtification anniversary dateill be updated in
ROCIS
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| TavE dCCesSS U SeTsve O proprietary mornTianon 1T ie SySenT
Rules for Behavior

All authorized governmental and contractor users of ROCIS will be responsible for data protection, including maintaining the confidentiality and
integrity of sensitive data from unauthorized or accidental disclosure, misuse, or alteration. Users will be held accountable for their interactions
with ROCIS and its data. Compliance with these rules will be enforced through sanctions commensurate with the level of infraction. For infraction
violations, disciplinary actions may include a verbal or written warning, removal of system access for a specific period of time, reassignment to
other duties, or termination, depending on the severity of the violation.

General Requirements:

Users shall be familiar with the ROCIS security and operational policies and practices and with any corresponding requirements of their
agency. Users must promptly notify GSA-IT, RISC, OIRA and, if appropriate, other Federal agency security personnel, of any security
incident(s) related to ROCIS .

Users must attend ROCIS training and their agency's security instruction as required Users must maintain an awareness of threats to the
ROCIS application, server hardware, or data. Users must maintain familiarity with the functienality and proper use of ROCIS.

ROCIS will track actions of users through audit trails. Individuals will be held accountable for their actions on the system and for any accesses
made with their user names and passwords.

Users shall not upload data into ROCIS from files created on other systems unless they have first been scanned by an antivirus protection
system.

Users shall report security incidents via procedures outlined within the GSA IT Security Procedural Guide: Incident Response, CIO-IT Security-
01-02

Use and Protection of Data:
« Users must access ROCIS only through authorized interfaces
« Users shall not attempt to view, change, or delete data, or to perform any other actions in ROCIS, unless authorized to do so
« Users must control access to their personal computers whenever they are logged into ROCIS. Users should terminate their connections to
ROCIS immediately upon completion of their work in the system and whenever their personal computers will be unattended.

Personally Identifiable Information (Pll)

« DO NOT enter any personally identifiable information (Pll) into ROCIS
« This includes data entered in ROCIS fields and the content of documents uploaded to ROCIS.
« Most ICR data entered and documents uploaded into ROCIS are displayed on Reginfo.gov (public website)

Confirm: [

RECERTIFY CANCEL

Copyright 2020 GSA. All ights reserved

Figure4.2: User Recertification ScregBottom)

If you do not recertify through the process above BEFORE your annwdedar ROCIS will

Fdzi2Yl GAOFft&@ &aSYyR @2dz 2 GKS W! aSNJ wSOSNIATA
not recertify, you will be logged out. This process will be repeated unticgmplete the

Recertification process

When you have satigfd your ROCIS administrative functions, click orRthieacytab to return
to the Privacy module
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9. AGENCYNBOX AND THNAVIGATIONOOLBAR

At the top of the screen istab for each of the ROCIS modules you have access to. Each
module has its owset of tabgiconsthat work like dropdown menus. Wave your mouse

cursor over a tab or icon to view menu options. If no options appear, click the tab/icon to
navigate to that location.Theserows of tabdiconsarereferred to as the Navigation Toolbar.

ROCIS provides all users with an Inb@aufor tracking the progresBrivacyrequests. The
menu includes different listeach of which is discussed beloWwave your mouse cursor over
the Inbox icon in the navigation toolbar to access the various sectio

1. Created Request Listincludes requestthat havebeencreated in ROCIS, but have not been

submitted to OIRAor review. These requests may also be deleted from ROCIS (not reversible,
cannot be recovered).

2. Submitted Request ListIncludes requestthat have been submitted to OIRA for review. It also
includes requests that have been opened for amendment by OIRA.

3. Concluded Request Lisincludes requests for which OIRA has completed their review. Displays
last 30 days of conclusions, by default.

R@CIS.GOV UAT Login: jbaez  On Behali Of ) LoGOUT

ADMINISTRATION

INBOX REQUEST HISTORY

SEARCH

Created Request List Created Request List

Created Request Filter List

Created Request List

Submitted Request List

Submitted Request Filter List FILTER LIST VIEW ALL

R L S

No data available in table

Concluded Request List

Figure5.1: Created Request List with Inbox Menu

You can sort any list lanyof the columrs. The first time a user clicks on the column heading,
the column data is sorted. Cliitkagain to reverséhe sort order.

Each of the lists in your InkRdias a Filter List page. Click the Filter List button on any list to
view the fields that you can filter that list on. For example, you can use the Concluded EO

Package Filter page to expand the Concluded EO List and display requests concluded more than
30 days ago.
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R@CIS-GOV UAT Login: jpaez  On Behalf Of: aconcannon LOGOUT (C+
HOME PRIVACY ADMINISTRATION HELP
e [0 D D Q
INBOX REQUEST PACKAGE HISTORY SEARCH
Home Privacy Inbox Concluded Request List

Concluded Request List

Criteria: Status=(Concluded); VIEWALL

No data available in table
Showing 0 to 0 of 0 entries

List shows actions that were concluded in the last 30 days.

Copyright 2020 GSA. All rights reserved.

Figure5.2: Concluded Request List with Filter List Button

R@CIS-GOV UAT Login: jpaez  On Behalf Of: aconcannon LOGOUT (C+
HOME PRIVACY ADMINISTRATION HELP
e [0 D D Q
INBOX REQUEST PACKAGE HISTORY SEARCH
Home Privacy Inbox Concluded Request List

Agency Concluded Request List Filter

Date Concluded(mmiddiyyyy) From [ | To |

Review ID I:l

gency [ Search o select -]

Sub |:; Search or select |v‘

Title [ |
IT System | |
Conclusion Action |i’; Search or select ‘v |

Request Type ﬂ

SuBmMIT

Copyright 2020 GSA_ All rights reserved

Figure5.3: Concluded Request List Filter Screen

Each list is display in pages with 10 requests per page, by default. Click the View All button on
any list to view all bthe requests in that list on one page.
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R@CIS_GOV UAT Login: jpaez  On Behalf Of aconcannon LOGOUT (=4
HOME PRIVACY ADMINISTRATION HELP
Q@ D D D Q
INBOX REQUEST PACKAGE HISTORY SEARCH
Home Privacy Inbox Concluded Request List

Concluded Request List

Criteria: Status=(Concluded) FILTER LI§

No data available in table
Showing 0 to 0 of 0 entries First

List shows actions that were concluded in the last 30 days.

Copyright 2020 GSA. All rights reserved

Figure5.4: Concluded Request List with View All Button
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6. QREAINGA SORNPACKAGE

2 KSy @2dz FNB NBIFReé (42 ONBIGS I névigatidn toolhad F 3 S >
You will see a drogown st withtwo items,W{ @ a4 SY 2F wSO2 NRa Va2 i OES ya&
I 3NB S Y S y.iSklectha SORMNption by highlighting it with your mouse and leficking

once.

" OMINISTRATION

Created Request List

Showing 1 to 4 of 4 entries

List snows all requests (No Time Limit)

Figure6.1: SORN Packadeption in Request Menu

You will be presented with a nescreen, showing two ways to create a SORN package.
The first option is used when creating a new SORN package with no SORNRela&d ID

The second option is used when creating a new SORN package related to a previously reviewed
SORN that has alrdg been reviewed by OIRA through the ROCIS system and published in the
CSRSN}f wS3IAaadSNw ¢KS hLw! 02y OfdzaAzy I OQlAz2y
WWwSOASGHSR orb 2@ yYyYREYESQWLYLINRLISNI & {dzoYAGOS
choosing thioption, a new SORN request will be created for the same agency/subagency as

the related SORN, and many data items from the related SORN request will be copied into the

new request.

To discuss all of the data items for a SORN request, the first optidmeve#lected for this
example.

After choosing to create a new SORN package, the screen below will be displayed. Users must
select an agency, a subagency if appropriate, @mer a title and abstract.

Whenever ROCIS supplies a drop down list of vatoes Which to choose, there is a small
arrow at the end of the input box. For agency and subagency, ROCIS will displalésethat
the user is authorized to access.

Matching sets of upward and downward padmgarrows indicate that the input box allawv

scrolling. So, for example, if the abstract entered is greater than can be displayed in the box,
the user can scroll up or down through the text.
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Notice the three buttons underneath the Abstract text area. A user can check spelling of text
items usinghe €heck Spellirgutton, save the data entered to date and create a new SORN
request with theWreat&€button, or erase unsaved data with thé&ancefbutton.

HOME PRIVACY ADMINISTRATION HELP

Create New SORN Package

®  Create a New System of Records Notice (SORN) Request
“Agency: Sub Agency:
~ 2 >

“Title:
User Guide Example

“Abstract:
User guide example abstract.

y

CHECK SPELLING CREATE CANCEL

Create a new System of Records Notice (SORN) Request Based on a Previously Reviewed and Published SORN

Figure6.2: Create New SORN Package Screen

After the request has been successfullylcié SR> G KS dzaSNJ Aa GNJF yaTSNNB
wSljdzSaiQ aONBSyo ¢KS | 3SyOé 2NJ adzol 3Syoe ydzy
unique SORIReview IDautomatically assigned by ROCIS to this particular request. These items

may not be changed.

At a2 G GKS G2L3 2F GKS aONBSy Aa | fAyl 02 (K¢
CKFEG gAff 06S RA&AOdzZA&aSR dzy RSNJ KS W! L)X 21 R 52 0dz

All data items marked with an asterisk are required before a request can be subnut@dR®A.
If the item does not have an asterisk, it is optional.

15 September 202021



ROCIS Howo Guide for Agency Users of the Privacy Module
Regulatory Information Service Center (RISC)

Edit SORN Request

Agency: 2900 VA SORN Review ID: 2900-5202101-001 Manage Documents

“Title:
test
*Abstract (4000 charscters maximum):

test

“Agency Contact:

-
Related to the Pandemic Response:
CYes ®No
“IT System Name:
*Total number of systems of records established, modified, and/or rescinded by this submission:
Federal Register Citation: Citation Date:
FR
Related SORN Review ID{s):
View Related SORN ([JEET
ADD ANOTHER RELATED SORN
Related RIN(s):

Related OMB Control Number(s):

View Related OMB Centrol Humber ([ EEVE30)

Figure6.3: Edit SORNRequestScreen
Title and Abstract are required data items. They may be changed on this screen.

Agency Contact is required: This should be the individual tha®tRA desk officer can contact
with any questions about the SORN requdsthe user clicks on the arrow at the end of the

input box, ROCIS will display a list of others from the organiz#iairhave been identified as
contacts in ROCIS previouslithe name of the appropriate individual appears in the list,

simply highlight the name, and ROCIS will select that person. If the name of the individual is not

Ay GKS fAadx GKS dzaSNJ Oty ONBIGS | yS¢g O2yidl O
¢CKBRR /2yilO0iQ LINRPOS&da 6S3IAya gAGK Iy FRYAYAA
9YGUSNI 42YS LENIA2Yy 2F (KS yIrYS OGKIFG &2dz gl yi

The search results will be displayed at the bottom of the screen.p&tsons located are not
limited to Privacycontacts. They represent all types of ROCIS contacts, including those for the
agenda module, the EO Reg Review module andP®é&module.

If you see the name that you want to add as a contact, click on the mathe search result
portion of the page.

16 September 202021



ROCIS Howo Guide for Agency Users of the Privacy Module
Regulatory Information Service Center (RISC)

Figure6.4: Contact Administration Screen

In this exampleJulio Baervas selected.Juliois in ROCIS as a contact for the agenda module.

That can be determined by noting tikeecky SE i (1 2 W wHe theckaBdyactive Gtéatds ¢

are not highlighted because your role does not allow you to change agenda contacts. However,

you can makedulioa contact for thePrivacymoduled @ Of A Ol Ay 3 PvadyKS 02 E Y

I 2yil OtiQo

— —

Figure6.5: Edit Contact Dedil Screen

LONRff R2¢gy G2 (GKS o02002Y 27 ioefecthOdihdgey | yR Of
After the information is saved, you will be returned to tBdit SORN Requestreen.
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