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1.  LOGGING IN/OUT 
 
Point your browser to the ROCIS website (www.rocis.gov) to login to the system.  Read the For 
Official Use Only message and click the button to proceed. 

 

Figure 1.1:  For Official Use Only Warning Screen 

MAX.gov provides user identity authentication services to ROCIS including ID/password 
validation, 2-factor authentication and PIV/CAC card access. All ROCIS users will need a 
MAX.gov account to access ROCIS. If you do not have a MAX.gov account, please register at the 
MAX.gov website (https://portal.max.gov/portal/home). 

Click the Login button on the next screen to verify your identity with MAX.gov. 
 

http://www.rocis.gov/
https://portal.max.gov/portal/home
https://portal.max.gov/portal/home
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Figure 1.2:  Login Screen 

Logging in to MAX.gov with your PIV/CAC card satisfies the ROCIS multi-factor authentication 
requirement.  If you login to MAX.gov with your user ID and password, you will be required to 
provide a second authentication factor using an authenticator app on your mobile device. 

 
Figure 1.3:  MAX.gov Login Screen 
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After successfully logging in to MAX.gov, you will be redirected to ROCIS. 

Click the arrow for the ΨPrivacyΩ module to continue.  

 

Figure 1.4:  ROCIS Landing Page 

Click the Logout link at the top, right corner of any ROCIS page to logout of ROCIS. 

 

Figure 1.5:  Logout Link 

Logging out of ROCIS does not automatically log you out of MAX.gov.  You MAX.gov session may 
still be active which means that you can log back in to ROCIS without having to re-verify your 
identify in MAX.gov.  To protect your privacy, close all browser windows when you are finished, 
especially if you are using a public computer. By taking these steps, you ensure the security and 
privacy of your agency's data in ROCIS.   
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On the next screen, click the MAX Logout button to log out of MAX.gov.  This will require you to 
log back in to MAX.gov before the next time you access ROCIS.  Click the ROCIS Login button to 
log back in to ROCIS. 

 

Figure 1.6:  Logout Screen 
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2.  YOUR USER PROFILE 
 
Take a moment to review your user profile.   Click the Administration tab.  Then click the User 
Profile icon in the Administration toolbar.  The User Profile page provides you a place to view 
and update your user information. 
 

 
 

Figure 2.1: User Profile Icon and User Detail Screen 
 
Please verify and make appropriate changes to any information, paying particular attention to 
your telephone number and email.   SŀǾŜ ȅƻǳǊ ƛƴŦƻǊƳŀǘƛƻƴΦ   ¢ƘŜ Ψ{ŀǾŜΩ ōǳǘǘƻƴ ƛǎ ƭƻŎŀǘŜŘ ŀǘ ǘƘŜ 
bottom of the screen. 
 
Remember to the User Profile to modify your personal information, such as your phone number 
or e-mail address, whenever changes occur. 
  
Your profile will also display the role(s) that have been assigned to your user id.  A list of the 
agency Privacy roles can be found in Appendix B.  
¢ƻ ƭŜŀǾŜ ǘƘŜ ¦ǎŜǊ tǊƻŦƛƭŜ ǇŀƎŜΣ ǎŎǊƻƭƭ ǘƻ ǘƘŜ ōƻǘǘƻƳ ŀƴŘ ŎƭƛŎƪ Ψ{ŀǾŜΩ όƛŦ ȅƻǳ ŎƘŀƴƎŜŘ ŀƴȅǘƘƛƴƎύ ƻǊ 
Ψ/ŀƴŎŜƭΩΦ   ¢Ƙƛǎ ǿƛƭƭ ǘŀƪŜ ȅƻǳ ōŀŎƪ ǘƻ ǘƘŜ wh/L{ 9ƳǇƭƻȅŜŜ !ŘƳƛƴƛǎǘǊŀǘƛƻƴ ǎŎǊeen. 
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3.  USER/CONTACT SEARCH 
 
The purpose of the Employee Administration screen is to allow ROCIS users to find other ROCIS 
users via the search capability.  For instance, if you would like to send another ROCIS user an e-
mail, you are able to search by tƘŜ ǳǎŜǊΩǎ ŀƎŜƴŎȅΣ ǊƻƭŜ ŀƴŘκƻǊ ƴŀƳŜ.  
 

 
 

Figure 3.1: Employee Administration Screen 
 
If you are the agencyΩǎ SORN Administrative Contact, it is a good idea to periodically check the 
authorized users for your agency.  Simply choose the desired role (SSPO, SAC, SP, SPO and/or 
SPU) and your Assigned Role Agency and click the Search button.  If there are people who have 
left your agency and still have active accounts, please contact the Help Desk so that the 
accounts can be inactivated and locked. 
 
When you have satisfied your ROCIS administrative functions, click on the Privacy tab to return 
to the Created Request List Inbox for Agency users. 
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4.  USER RECERTIFICATION 
 
Any user acquiring a ROCIS production account must sign a security agreement provided by 
RISC.  The ROCIS system requires that users recertify the terms of the security agreement every 
year. 
 
Two weeks before your security agreement anniversary date, ROCIS will begin to remind you 
that you will need to recertify.  The Recertification icon can be found under the Administration 
tab. 
 

 
 

Figure 4.1: Recertification Icon in Administration Toolbar 
 
The latest version of the ROCIS Security Agreement is displayed on the Recertification screen.  
After reviewing the pageΣ ŎƘŜŎƪ ǘƘŜ Ψ/ƻƴŦƛǊƳΩ ōƻȄ ŀƴŘ click the Recertify button.  After 
successfully logging in to MAX.gov, your recertification anniversary date will be updated in 
ROCIS. 
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Figure 4.2: User Recertification Screen (Bottom) 
 
If you do not recertify through the process above BEFORE your anniversary date, ROCIS will 
ŀǳǘƻƳŀǘƛŎŀƭƭȅ ǎŜƴŘ ȅƻǳ ǘƻ ǘƘŜ Ψ¦ǎŜǊ wŜŎŜǊǘƛŦƛŎŀǘƛƻƴΩ ǎŎǊŜŜƴ ǘƘŜ ƴŜȄǘ ǘƛƳŜ ȅƻǳ ƭƻƎ ƛƴΦ  LŦ ȅƻǳ Řƻ 
not recertify, you will be logged out.  This process will be repeated until you complete the 
Recertification process. 
  
When you have satisfied your ROCIS administrative functions, click on the Privacy tab to return 
to the Privacy module. 
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5.  AGENCY INBOX AND THE NAVIGATION TOOLBAR 
 
At the top of the screen is a tab for each of the ROCIS modules you have access to.  Each 
module has its own set of tabs/icons that work like drop-down menus.  Wave your mouse 
cursor over a tab or icon to view menu options.  If no options appear, click the tab/icon to 
navigate to that location.  These rows of tabs/icons are referred to as the Navigation Toolbar. 
 
ROCIS provides all users with an Inbox menu for tracking the progress Privacy requests.  The 
menu includes different lists, each of which is discussed below.  Wave your mouse cursor over 
the Inbox icon in the navigation toolbar to access the various sections: 
 

1. Created Request List ς Includes requests that have been created in ROCIS, but have not been 
submitted to OIRA for review.  These requests may also be deleted from ROCIS (not reversible, 
cannot be recovered). 

 
2. Submitted Request List ς Includes requests that have been submitted to OIRA for review.  It also 

includes requests that have been opened for amendment by OIRA. 
 

3. Concluded Request List ς Includes requests for which OIRA has completed their review.  Displays 
last 30 days of conclusions, by default. 
 

 
 

Figure 5.1:  Created Request List with Inbox Menu 
 

You can sort any list by any of the columns.  The first time a user clicks on the column heading, 
the column data is sorted.  Click it again to reverse the sort order.  
 
Each of the lists in your Inbox has a Filter List page.  Click the Filter List button on any list to 
view the fields that you can filter that list on.  For example, you can use the Concluded EO 
Package Filter page to expand the Concluded EO List and display requests concluded more than 
30 days ago. 
 



ROCIS How-To Guide for Agency Users of the Privacy Module  
Regulatory Information Service Center (RISC) 

 12 September 20, 2021 

 
 

Figure 5.2:  Concluded Request List with Filter List Button 
 

 
 

Figure 5.3:  Concluded Request List Filter Screen 
 
Each list is display in pages with 10 requests per page, by default.  Click the View All button on 
any list to view all of the requests in that list on one page. 
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Figure 5.4:  Concluded Request List with View All Button 
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6.  CREATING A SORN PACKAGE 
 
²ƘŜƴ ȅƻǳ ŀǊŜ ǊŜŀŘȅ ǘƻ ŎǊŜŀǘŜ ŀ {hwb tŀŎƪŀƎŜΣ ŎƘƻƻǎŜ ΨwŜǉǳŜǎǘΩ ŦǊƻƳ ǘƘŜ navigation toolbar.  
You will see a drop down list with two items, Ψ{ȅǎǘŜƳ ƻŦ wŜŎƻǊŘǎ bƻǘƛŎŜ ό{hwbύΩ ŀƴŘ ΨaŀǘŎƘƛƴƎ 
!ƎǊŜŜƳŜƴǘǎ όa!ύέ.  Select the SORN option by highlighting it with your mouse and left-clicking 
once. 
 

 
 

Figure 6.1: SORN Package Option in Request Menu 
 
You will be presented with a new screen, showing two ways to create a SORN package.   
The first option is used when creating a new SORN package with no SORN related Review ID.  
 
The second option is used when creating a new SORN package related to a previously reviewed 
SORN that has already been reviewed by OIRA through the ROCIS system and published in the 
CŜŘŜǊŀƭ wŜƎƛǎǘŜǊΦ  ¢ƘŜ hLw! ŎƻƴŎƭǳǎƛƻƴ ŀŎǘƛƻƴ Ƴǳǎǘ ōŜ ŜƛǘƘŜǊ ΨwŜǾƛŜǿŜŘ ǿƛǘƘ /ƘŀƴƎŜΩ ƻǊ 
ΨwŜǾƛŜǿŜŘ ǿƛǘƘƻǳǘ /ƘŀƴƎŜΩτƛǘ Ŏŀƴƴƻǘ ōŜ ΨLƳǇǊƻǇŜǊƭȅ {ǳōƳƛǘǘŜŘΩ ƻǊ Ψ²ƛǘƘŘǊŀǿƴΩΦ  ²ƘŜƴ 
choosing this option, a new SORN request will be created for the same agency/subagency as 
the related SORN, and many data items from the related SORN request will be copied into the 
new request. 
 
To discuss all of the data items for a SORN request, the first option will be selected for this 
example. 
 
After choosing to create a new SORN package, the screen below will be displayed.  Users must 
select an agency, a subagency if appropriate, and enter a title and abstract. 
 
Whenever ROCIS supplies a drop down list of values from which to choose, there is a small 
arrow at the end of the input box.  For agency and subagency, ROCIS will display the values that 
the user is authorized to access. 
 
Matching sets of upward and downward pointing arrows indicate that the input box allows 
scrolling.  So, for example, if the abstract entered is greater than can be displayed in the box, 
the user can scroll up or down through the text. 
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Notice the three buttons underneath the Abstract text area.  A user can check spelling of text 
items using the ΨCheck SpellingΩ button, save the data entered to date and create a new SORN 
request with the ΨCreateΩ button, or erase unsaved data with the ΨCancelΩ button. 
 

 
 

Figure 6.2: Create New SORN Package Screen 
 
After the request has been successfully creŀǘŜŘΣ ǘƘŜ ǳǎŜǊ ƛǎ ǘǊŀƴǎŦŜǊǊŜŘ ǘƻ ǘƘŜ Ψ9Řƛǘ {hwb 
wŜǉǳŜǎǘΩ ǎŎǊŜŜƴΦ  ¢ƘŜ ŀƎŜƴŎȅ ƻǊ ǎǳōŀƎŜƴŎȅ ƴǳƳōŜǊ ŀƴŘ ŀŎǊƻƴȅƳ ŀǊŜ ŘƛǎǇƭŀȅŜŘΣ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ 
unique SORN Review ID automatically assigned by ROCIS to this particular request.  These items 
may not be changed. 
 
Aƭǎƻ ŀǘ ǘƘŜ ǘƻǇ ƻŦ ǘƘŜ ǎŎǊŜŜƴ ƛǎ ŀ ƭƛƴƪ ǘƻ ǘƘŜ ΨaŀƴŀƎŜ 5ƻŎǳƳŜƴǘǎΩ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ {hwb ǇǊƻŎŜǎǎΦ  
¢Ƙŀǘ ǿƛƭƭ ōŜ ŘƛǎŎǳǎǎŜŘ ǳƴŘŜǊ ǘƘŜ Ψ¦ǇƭƻŀŘ 5ƻŎǳƳŜƴǘǎΩ ǘƻǇƛŎ ƛƴ ǘƘŜ ƳŀƴǳŀƭΦ 
 
All data items marked with an asterisk are required before a request can be submitted to OIRA.  
If the item does not have an asterisk, it is optional. 
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Figure 6.3: Edit SORN Request Screen 
 

Title and Abstract are required data items.  They may be changed on this screen. 
 
Agency Contact is required:  This should be the individual that the OIRA desk officer can contact 
with any questions about the SORN request.  If the user clicks on the arrow at the end of the 
input box, ROCIS will display a list of others from the organization that have been identified as 
contacts in ROCIS previously.  If the name of the appropriate individual appears in the list, 
simply highlight the name, and ROCIS will select that person. If the name of the individual is not 
ƛƴ ǘƘŜ ƭƛǎǘΣ ǘƘŜ ǳǎŜǊ Ŏŀƴ ŎǊŜŀǘŜ ŀ ƴŜǿ ŎƻƴǘŀŎǘ ōȅ ǎŜƭŜŎǘƛƴƎ ǘƘŜ Ψ!ŘŘ bŜǿ /ƻƴǘŀŎǘΩ ōǳǘǘƻƴΦ 
 
¢ƘŜ Ψ!ŘŘ /ƻƴǘŀŎǘΩ ǇǊƻŎŜǎǎ ōŜƎƛƴǎ ǿƛǘƘ ŀƴ ŀŘƳƛƴƛǎǘǊŀǘƛǾŜ ǘŀǎƪ Ψwh/L{ /ƻƴǘŀŎǘ !ŘƳƛƴƛǎǘǊŀǘƛƻƴΩΦ  
9ƴǘŜǊ ǎƻƳŜ ǇƻǊǘƛƻƴ ƻŦ ǘƘŜ ƴŀƳŜ ǘƘŀǘ ȅƻǳ ǿŀƴǘ ǘƻ ƭƻŎŀǘŜΣ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ ƻƴ ǘƘŜ Ψ{ŜŀǊŎƘΩ ōǳǘǘƻƴΦ 
 
The search results will be displayed at the bottom of the screen.  The persons located are not 
limited to Privacy contacts.  They represent all types of ROCIS contacts, including those for the 
agenda module, the EO Reg Review module and the PRA module.  
 
If you see the name that you want to add as a contact, click on the name in the search result 
portion of the page. 
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Figure 6.4: Contact Administration Screen 
 
In this example, Julio Baez was selected.  Julio is in ROCIS as a contact for the agenda module.  
That can be determined by noting the check ƴŜȄǘ ǘƻ ΨwLb /ƻƴǘŀŎǘΩΦ  ¢he check and active status 
are not highlighted because your role does not allow you to change agenda contacts.  However, 
you can make Julio a contact for the Privacy module ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ ōƻȄ ƴŜȄǘ ǘƻ ΨPrivacy 
/ƻƴǘŀŎǘΩΦ 
 

 
 

Figure 6.5: Edit Contact Detail Screen  
 
SŎǊƻƭƭ Řƻǿƴ ǘƻ ǘƘŜ ōƻǘǘƻƳ ƻŦ ǘƘŜ ǎŎǊŜŜƴ ŀƴŘ ŎƭƛŎƪ ƻƴ ǘƘŜ Ψ{ŀǾŜΩ ōǳǘǘƻƴ to effect the change.  
After the information is saved, you will be returned to the Edit SORN Request screen. 
 
























































